ABSTRACT Recently, artificial intelligence (AI) and blockchain have become two of the most trending and disruptive technologies. Blockchain technology has the ability to automate payment in cryptocurrency and to provide access to a shared ledger of data, transactions, and logs in a decentralized, secure, and trusted manner. Also with smart contracts, blockchain has the ability to govern interactions among participants with no intermediary or a trusted third party. AI, on the other hand, offers intelligence and decision-making capabilities for machines similar to humans. In this paper, we present a detailed survey on blockchain applications for AI. We review the literature, tabulate, and summarize the emerging blockchain applications, platforms, and protocols specifically targeting AI area. We also identify and discuss open research challenges of utilizing blockchain technologies for AI.
I. INTRODUCTION
Blockchain is one the most hyped innovations these days, and it has been gaining a lot of traction as a horizontal technology to be widely adopted in various fields [1] - [3] . Since its inception in 2008, blockchain continued to emerge as a disruptive innovation that will revolutionize the way we interact, automate payments, trace and track transactions [4] . Blockchain can be highly cost effective in eliminating the need for a centralized authority to govern and verify interactions and transactions among several participants. In blockchain, every transaction is cryptographically signed and verified by all mining nodes which hold a replica of the entire ledger which contains chained blocks of all transactions. This creates a secure, synchronized and shared timestamped records that cannot be altered [5] . Another prominent field that is gaining huge traction is artificial intelligence(AI) which allows a machine to have cognitive functions to learn, infer, and adapt based on data it collects. Recent market research predicts that AI market will grow up to 13 trillion US dollars by the year 2030.
The massive production and generation of data by sensing systems, IoT devices, social media, and web applications have contributed to the rise of AI [6] . Such data can be utilized by various machine learning and deep learning techniques [7] to perform variety of analytics. To date, the majority of machine learning and deep learning methods of AI rely on a centralized model for training in which a group of servers run a specific model against training and validating datasets and many organizations like Google, Apple, Facebook and Amazon manage the huge volumes of data to make informed decisions [8] . However, the centralized nature of AI may lead to the possibility of data tampering, as data can be subject to hacking and manipulation as it is managed and stored in centralized manner [9] . Moreover, the data provenance and authenticity of the sources generating the data are not guaranteed [10] . This may lead to AI decision outcomes that can be highly erroneous, risky, and dangerous.
The concept of decentralized AI has been recently emerging. Decentralized AI is basically a combination of AI and blockchain [8] . The decentralized AI enables to process and perform analytics or decision making on trusted, digitally signed, and secure shared data that has been transacted and stored on the blockchain, in a distributed and decentralized fashion, without Trusted Third Parties or intermediaries [8] , [9] . AI is known to work with huge volumes of data, and blockchain has now been foreseen as a trusted platform to store such data. The feature of blockchain smart contracts gives the ability to program the blockchain to govern transactions among participants involved in decision making or generating and accessing the data [11] . Smart contract-based autonomous systems and machines can learn and adapt to changes over time, and make trusted and accurate decision outcomes that are verified and validated by all mining nodes of the blockchain. Such decisions cannot be refuted, and can be traced, tracked and verified by all participating entities. AI techniques that utilize blockchain can offer decentralized learning to facilitate a trust and secure sharing of knowledge and decision outcomes across a large number of autonomous agents, which can contribute, coordinate, and vote on further decisions [12] , [13] .
To date, the literature lacks comprehensive reviews and studies on the role that blockchain plays in the context of AI. Existing literature reveals that researchers studied blockchain and AI in isolation, and their applications in various vertical domains and businesses [14] - [27] . A couple of studies discussed the integration of AI and blockchain, and the implications of such integration on the way we live, work, interact, and transact [9] , [28] . The primary contributions of this paper can be summarized as follows:
• We give an overview of blockchain basics and key features and how these features can be leveraged for AI.
• We discuss how the integration of AI and blockchain can help in developing a new ecosystem of decentralized economy. In addition, we outline the key benefits brought by this integration.
• We present a detailed taxonomy of blockchain platforms, architecture and infrastructure types, and consensus protocols, along with existing decentralized AI applications.
• We report and discuss multiple practical use cases of AI applications and implementations utilizing blockchain in different vertical domains.
• We identify and outline open research challenges in adopting and leveraging blockchain features for future AI applications. The rest of the paper is organized as follows. Section II discusses the background of blockchain and AI technologies and how blockchain helps in transforming existing AI techniques. Section III presents the detailed taxonomy and Section IV describes blockchain applications for AI. Various open research challenges and issues are categorized in Section V. Section VI concludes the paper.
II. BACKGROUND
In this section, we give an overview of blockchain and AI and discuss how blockchain technology can be leveraged to transform, in many radical ways, AI and its applications.
A. BLOCKCHAIN
Blockchain is a distributed, open source, immutable, public digital ledger which is distributed among networked peers [4] . Fundamentally, blockchain is a chain of blocks that make up the ledger. This ledger holds a permanent record of transactions and interactions that took place among participants accessing the distributed and decentralized blockchain network [11] . Each block contains the details of the transaction and the asset exchanges (i.e., Ether or Bitcoin) that took place between the users [4] , [11] . Smart Contracts are codes that can be executed by the blockchain mining nodes. A smart contract is a self-executing code that can verify the enforcement of predefined terms and conditions [29] . Instead of validating digital currencies, as in Bitcoin, the blockchain mining nodes execute, verify and store data in blocks. A smart contract is triggered by consigning a transaction to its Ethereum address and executing it depending on the input given for that transaction. Ethereum is a blockchain based open source distributed platform that enables to program smart contracts [11] . Ethereum uses Ether as a currency for making payments for the transactions carried out on the Ethereum blockchain. Each participant in the Ethereum network is identified uniquely by an Ethereum Address (EA).
Conventional blockchain is a very expensive medium for storing large amounts of data. For example, storing large files or documents on Bitcoin blockchain is very expensive as the size limit per block is limited to one megabyte [35] . To solve this problem, a decentralized storage medium is used for storing such data and hashes of the data are linked with the blockchain blocks or used within the blockchain smart contract code. Among the popular decentralized storage technologies are the Interplanetary File System (IPFS) [35] , Swarm [36] , Filecoin [37] , BigChainDB [38] , Storj [39] , and many others. IPFS is a peer-to-peer, distributed and decentralized file system that is connected across nodes of computers that share a common file system [35] . It is contentaddressable, which means that the contents of IPFS can be accessed using IPFS hash addresses. Moreover, this file system becomes indisputable, since it works similar to the blockchain network by having a list of nodes, and does not allow any tampering of files. Therefore, providing high throughput and content-addressed block storage model, with content-addressed hyperlinks. In addition, due to its decentralized nature, there is not a single point of failure i.e., if one device gets disconnected, the file can still be accessed [35] .
B. ARTIFICIAL INTELLIGENCE (AI)
The field of AI research defines itself as the study of ''intelligent agents,'' i.e., any device that perceives its environment and takes actions that maximize its chance of success at some goal [40] . Most AI systems in development today are typically specialized expert systems that use a database of knowledge to make decisions. However, many researchers are working to build AI systems that can apply truly intelligent decision making processes to a restricted set of problems, some of which may positively impact our daily lives. Table 1 shows few emerging trends in AI applications such as explainable AI [9] , [30] , digital twins [31] , automated machine learning [32] , hybrid learning models [33] , and lean and augmented data learning [34] , and the perceived benefits of using blockchain technologies. By integrating AI and blockchain technologies, decentralized AI applications and algorithms can be developed, with access to an identical view of a secure, trusted, shared platform of data, logs, knowledge, and decisions. Such platform can also be used to host a trusted trail of all records taken by AI algorithms before, during, and after the learning and decision making process [19] .
C. HOW BLOCKCHAIN CAN TRANSFORM AI
Many shortcomings of AI and blockchain can be addressed effectively by combining both technological ecosystems [19] , [41] . AI algorithms rely on data or information to learn, infer, and make final decisions. The machine learning algorithms work better when data are collected from a data repository or a platform that is reliable, secure, trusted, and credible. Blockchain serves as a distributed ledger on which data can be stored and transacted in a way that is cryptographically signed, validated, and agreed on by all mining nodes. Blockchain data are stored with high integrity and resiliency, and cannot be tampered with. When smart contracts are used for machine learning algorithms to make decisions and perform analytics, the outcome of these decisions can be trusted and undisputed. The consolidation of AI and blockchain can create secure, immutable, decentralized system for the highly sensitive information that AI-driven systems must collect, store, and utilize [41] . This concept results in significant improvements to secure the data and information in various fields, including medical, personal, banking and financial, trading, and legal data. Figure 1 shows that AI can benefit from the availability of many blockchain platforms for executing machine learning VOLUME 7, 2019 algorithms and tracing data that are stored on decentralized P2P storage systems. These data are typically originated by smart connected products that include variety of sources such as IoT devices, swarm robots, smart cities, buildings, and vehicles. The features and services of the cloud can be also harnessed for off-chain machine learning analytics and intelligent decision making, and for data visualization. Some of the significant features (as listed in Table 2 ) of leveraging blockchain for AI can be summarized as follows:
• Enhanced Data Security. Information held within blockchain is highly secure. Blockchains are very well known for storing sensitive and personal data in a diskless environment. Blockchain databases hold data that are digitally signed, which means only the ''respective private keys'' must be kept secure [42] . This allows AI algorithms to work on secure data, and thereby ensuring more trusted and credible decision outcomes.
• Improved Trust on Robotic Decisions. Any decision made by AI agents becomes dysfunctional when it is difficult for consumers or users to understand and trust. Blockchain is well known for recording transactions in decentralized ledgers on a point-by-point basis, making it easier to accept and trust the decisions made, with confidence that the records have not been tampered with, during the human-involved auditing process [42] . Recording the decision making process of an AI system on a blockchain would increase transparency and it would gain public trust to understand the robotic decisions [43] . The need for a third party auditor can be eliminated in a swarm robotic ecosystem, where the consensus in the swarm can be achieved through an absolutely decentralized approach [42] - [44] .
• Collective Decision Making. In a robotic swarm ecosystem, all the agents need to work in coordination to achieve the swarm goal [44] - [46] . The decentralized and distributed decision-making algorithms have been adopted in many robotic applications, without the need for a central authority. Robots take decisions by voting and outcomes are determined by majority rules. Each robot can cast its vote in the form of a transaction, where blockchain is public for all robots which can be utilized for verification of voting results. This process is repeated by all robots until the swarm comes to a decisive conclusion.
• Decentralized Intelligence. For taking smart high level decisions which involve multiple agents to perform different subtasks that have access to the common training data (e.g., in case of supervised learning), different individual cybersecurity AI agents can be combined to provide fully coordinated security across the underlying networks and to solve scheduling issues [45] , [47] .
• High Efficiency. Multiuser business processes, which involve multiple stakeholders such as individual users, business firms, and governmental organizations, are inherently inefficient due to multiparty authorization of business transactions. The integration of AI and blockchain technologies enables intelligent Decentralized Autonomous Agents (or DAOs) for automatic and fast validation of data/value/asset transfers among different stakeholders [48] .
III. TAXONOMY
This section presents a detailed taxonomic discussion of key concepts to enable blockchain technologies for AI applications. Figure 2 shows the classification tree of existing works found in the literature which we categorized in terms of decentralization of AI methodologies and operations, blockchain infrastructure and types, and the underlying consensus protocols utilized for distributed decentralized transaction validations across underlying networks.
A. DECENTRALIZED AI APPLICATIONS
AI applications operate autonomously in order to perform informed decisions by executing different planning, search, optimization, learning, knowledge discovery, and knowledge management strategies. However, the decentralization of AI operations is a complex and challenging task.
1) AUTONOMIC COMPUTING
One of the key goals of AI applications is to enable fully (or partially) autonomous operations whereby multiple intelligent agents (i.e., small computer programs) perceive their constituent environments, preserve their internal states, and perform specified actions accordingly [49] . In order to operate autonomously, modern computing systems need to handle massive heterogeneity at all verticals including data sources, devices, data processing systems, data storage systems, and application interfaces, to name a few. The enablement of multiagent systems at all verticals does not only facilitate the handling of heterogeneity but it also helps in establishing inter-layer and intralayer operability across entire systems [50] . The blockchain architecture can play a vital role by ensuring operational decentralization and keeping permanent footprints of interactions between users, data, applications, devices, and systems which leads toward the development of fully decentralized autonomous systems.
2) OPTIMIZATION
Finding a set of best solutions from all possible solutions is one of the main features of AI-enabled applications and systems [51] . Modern AI applications and systems operate in various environments including pervasive and ubiquitous environments (e.g., edge computing systems), resourceconstrained environments (e.g., mobile devices/systems), geographically bounded systems (e.g., personal area networks, wireless local area networks, etc.), and centralized massively parallel and distributed computing systems (e.g., cloud computing systems) [52] . Based upon application-level and system-level objectives, the optimization strategies work in constrained or unconstrained environments [53] . These strategies facilitate finding best solutions such as selecting most relevant data sources in pervasive environments, best candidate edge or cloud servers for data and application processing, or enabling the resource-efficient data management in large-scale distributed computing environments. Current optimization strategies are executed with centralized control considering system-wide/application-wide optimization objectives which results in extraneous and irrelevant data processing and inferior system/application performance [54] . The enablement of decentralized optimization strategies using blockchain opens a new window of research and development opportunities. The decentralized optimization leads to increased system performance by processing highly relevant data. The decentralized optimization is also beneficial when multiple strategies with different optimization objectives need to be run simultaneously across applications and systems.
3) PLANNING
AI applications and systems execute planning strategies in order to collaborate with other applications and systems and solve complex problems in new environments. Planning strategies help in operational efficiency and resilience of AI applications and systems by taking current input state and executing different logic and rule-based algorithms to reach predefined goals [55] . Currently, the centralized planning is complicated and time consuming task; therefore, blockchain based decentralized AI planning strategies are needed to offer more robust strategies with permanent tracking and provenance history. The blockchain is also useful for devising critical and immutable plans for strategic applications and mission critical systems.
4) KNOWLEDGE DISCOVERY AND KNOWLEDGE MANAGEMENT
Modern AI applications handle large amounts of data streams and require support for centralized big data processing systems. The centralized knowledge discovery and knowledge VOLUME 7, 2019 management benefits the provisioning of application-wide and system-wide intelligence, however, the applications enable customized knowledge patterns for specific groups of users, applications, devices, and systems [56] . The decentralization of knowledge discovery processes and decentralized knowledge management is envisaged to provide personalized knowledge patterns considering the needs of all stakeholders in the system. In addition, the blockchain technologies can facilitate in secure and traceable knowledge transfer among different stakeholders in AI applications and systems.
5) PERCEPTION
Intelligent agents and bots in AI applications and systems continuously collect, interpret, select, and organize data from their ambient environments using centralized perception strategies which results in monolithic data collection [57] . The decentralized perception strategies can facilitate the collection of data from different views. The blockchain based decentralization facilitates tracing the perception trajectories, secure transfer of collected data, and immutable data storage. The decentralized perception strategies are useful because the applications and systems do not need to collect the data streams for successful and high quality perceptions repeatedly. Considering the permanent nature of blockchain, only the footprints of successful perceptions should be stored on blockchain.
6) LEARNING
The learning algorithms stay at the heart of AI applications in order to enable automation and knowledge discovery processes. Learning algorithms vary in terms of supervised, unsupervised, semi-supervised, ensemble, reinforcement, transfer, and deep learning models. These learning models solve different machine learning problems from classification to clustering and regression analysis to frequent pattern mining. Conventional learning models are trained and deployed using centralized infrastructure to achieve global intelligence.
The decentralized learning models can help in achieving highly distributed and autonomous learning systems that support fully coordinated local intelligence across all verticals in modern AI systems [58] , [59] . In addition, the blockchain enables immutable and highly secure versioning of learning models by maintaining provenance and historical aspects of data. However, considering the permanent nature of smart contracts, learning models need to be trained and tested well prior to deployment on blockchain.
7) SEARCH
AI applications need to operate in large and sparse search spaces (i.e., big datasets or multivariable high dimensional datastreams); therefore, efficient search strategies become the essence of AI technologies. The search strategies are designed by considering different factors such as completeness, complexity (i.e., time and space), and optimality. These strategies generally operate on nonlinear data structures such as trees and graphs whereby the algorithms start their expansion from an initial state and gradually expand until finding the required variable or completing the traversals in whole search spaces. Normally, search strategies are implemented using large-scale centralized and distributed infrastructure in order to maximize the operational efficiency [60] . However, their implementation using decentralized infrastructure needs careful investigation. It is envisaged that instead of deploying core search strategies, blockchains and decentralized infrastructure should be used to permanently and securely store successful search traces and traversal paths which could provide optimal search solutions of similar operations in the future.
8) REASONING
Logic programming is an essential component of AI applications that allows to develop inductive or deductive reasoning rules to reach decisions. The centralized reasoning in AI applications leads toward generalized global behavior across all application components [61] . To handle this issue, blockchain based distributed reasoning strategies are envisaged to facilitate the development of personalized reasoning strategies which could be more beneficial during perception, learning, and model deployment. In addition, smart contract based decentralized distributed reasoning on blockchain ensures the availability of unforgettable reasoning processes which may help in future executions of similar reasoning strategies.
B. DECENTRALIZED AI OPERATIONS
AI Applications generally handle large amounts of data for better and versatile decision making. However, centralized data storage using clouds, data centers, and clusters, becomes a major bottleneck for developing highly secure and privacy preserving AI applications. In addition, learning model development and deployment become tedious in some situations. Table 3 shows comparisons of some recent blockchain implementations that could potentially be adopted for AI applications.
1) DECENTRALIZED STORAGE
The centralized data storage becomes highly susceptible in terms of privacy and security when it involves personal and sensitive data about users, locations, activities, health records, and financial information. In addition, large-scale data collection exposes the scaling and capacity related issues of centralized infrastructure where AI applications need to process, transform, and store big datasets. Blockchain-based decentralized storage infrastructure facilitate in cryptographically secure data storage across the participating networks [38] , [62] - [64] . In these systems, each node keeps a client-centric (a client could be a user, application, or node performing transactions on the blockchain) publicly encrypted copy of whole database in order to ensure data availability for desired clients. The respective clients can mine and use their own data whenever needed. Sharding and Swarming are core solutions for decentralized storage [65] - [67] . Sharding is the process of creating logical partitions of databases whereby each partition is assigned a unique key which is used to access it. The shards are further grouped together and their collected storage is supported by a group of nodes in the network in the form of swarms. Swarms reduce latency in AI applications by enabling parallel data access from multiple nodes in the network. In addition, scalability and reliability of storage increases because of geographically distributed multiparty decentralized storage systems. A few emerging decentralized data storage systems include Storj, Swarm, Sia, FileCoin, and IPFS which are further reviewed later in Section IV-A.
2) DATA MANAGEMENT
In addition to efficient decentralized storage, AI applications need to manage the data such that highly relevant, accurate, and complete datasets are collected from reliable data sources. Traditionally, AI applications run centralized data management schemes which execute across all the nodes in the underlying network [68] . These strategies include data filtration, data segmentation, context-aware data storage and routing in underlying networks, temporal data management and intelligent data management schemes. Considering decentralized storage networks and immutability constraints in blockchains, centralized data management becomes hugely inefficient because it will not only increase data duplication in case of minor changes in the data but it will also need to transfer similar datasets repeatedly. In case of big datasets, this massive data transfer will lead toward quick bandwidth overloading and increased backhaul network traffic; therefore, decentralized data management becomes essential for blockchain based AI applications. The decentralized data management schemes are envisaged to be deployed at node levels in the network considering temporal and spatial attributes in the data. In addition, the decentralized data management schemes can put the metadata on the blockchain in order to maintain security and provenance of the data. The actual data could be stored in traditional large-scale storage systems such as cloud data centers and clusters. In the case of client-centric small datasets, the metadata and actual data are stored on the blockchain and data are managed across VOLUME 7, 2019 the network using token-based incentives for nodes storing different shards or participating in the swarms.
3) LEARNING MODEL DEVELOPMENT
Learning plays key role in AI applications to understand the environment from current data and perform informed decision making based on new data. Normally, learning models are trained and tested before actual deployment in the real systems. The centralized training is costly because the models need to learn from the whole datasets and tend to be prone to overfitting (i.e., produce outputs based on memorized data), however, modern AI applications need to handle continuously evolving data streams. The decentralization of learning model development process is a feasible approach in order to develop resource-efficient learning models for client applications [58] . Decentralized learning algorithms take the input datasets from relevant swarms and shards and produce highly personalized learning models for each client. In addition, blockchain technologies can facilitate the maintenance of provenance of data as well as immutable history of learning models which may evolve over a certain period of time. Further the decentralized learning models could become benchmark for similar clients in the blockchain network where the users do not need to train the model from scratch, rather, they can incrementally build their own models by tuning and training new models. Once trained efficiently, the learning models could be tested using multiple smart contracts in decentralized applications.
4) MODEL DEPLOYMENT
The real performance of a trained model is assessed after deployment in production environments. However, the model deployment is a frequent and iterative process whereby developers need to continuously improve the models and correct the biases (i.e., producing a specific set of decisions by ignoring rest of possible decisions) in order to produce highly effective and informed decisions. The model deployment in centralized systems is a straightforward iterative process, however, it becomes challenging when deployed in decentralized systems [69] . Smart contract based model deployment addresses these challenges by permanently recording the changes and maintaining the immutable versioning of different models. In addition, model sharing between different AI applications becomes secure and more trustworthy since the developers can track the provenance and all footprints of any specific version of a model.
C. BLOCKCHAIN TYPES FOR AI APPLICATIONS
Blockchain technologies are categorized as permissioned (i.e., only authorized users can access the blockchain applications in private, consortium, or cloud based settings) or permissionless (i.e., publicly accessible for all users via the Internet) systems.
1) PUBLIC
Public blockchains are known to be permissionless systems where users can download the blockchain code into their own systems, modify it, and use it according to their own requirements [4] , [11] . In addition, public blockchains are easily accessible and open for read and write operations by all participants on the network. Due to their openness, user identities and transactional privacy information on these blockchain are managed using anonymous and pseudonymous data on the network. Also, these public blockchains use complex protocols for security and consensus mechanisms. The asset and data transfer at these blockchains use native tokens (i.e., cryptocurrencies or value pointers) for each public blockchain. Public blockchains are widely adopted due to their massive decentralization and openness, however, the participants (i.e., users/validators) on these blockchains are always unidentified. Hence, these blockchains are always prone to malicious security attacks which can result in massive value and data theft. Public blockchains need consensus of at least 51% validators and use complex mathematics to break security codes which result in large energy consumption and are also prone to attack in case the attackers gain control on 51% validators on the network. The transaction approval time on public blockchains is relatively longer when compared with private and consortium blockchains. Typically, a transaction on public blockchain is approved in 10 minutes or more but this approval time depends on the number of participants on the network and the mathematical complexity of employed consensus algorithms.
2) PRIVATE
A private blockchain is managed by a single organization. Unlike public blockchains, the private blockchains are designed as permissioned systems where users and participants in the systems are pre-approved for read/write operations and are always known within the network [87] . Private blockchains are comparatively faster due to known identities of validators and pre-approved participants in the network; therefore, it requires less complex mathematical operations to validate transactions on the network. In addition, private blockchains can transfer any kind of indigenous data, values, and assets within the network. The approval of transactions and asset transfers are managed using voting or multiparty consensus algorithms which consume low energy and enable fast transactions. The transaction approval time on private blockchains usually remains lower than one second.
3) CONSORTIUM
Consortium blockchains (also known as federated blockchains) are operated by a group of organizations. The groups are usually formed based on the mutual interests of participating organizations [88] . Different groups such as banks, governmental organizations, and private blockchain companies offer different types of federated blockchains. Like private blockchains, consortium blockchains operate as permissioned systems, however, few participants can perform both read and write operations on the blockchain. Usually, all the participants on the network can read the data on the blockchain, however, a few authorized and trusted users can write the data on the blockchain. The consortium blockchains are comparatively faster than public blockchains because the participants are always pre-approved with known identities. In addition, these blockchains consume less energy because of voting based or multiparty approval based consensus protocols. A typical transaction on federated blockchains gets approval within one second.
4) BLOCKCHAIN-AS-A-SERVICE (BaaS)
Cloud service providers are focusing on blockchain technologies due to massive adoption and acceptance by governments and large enterprises. Major cloud vendors like Microsoft, Amazon, and IBM are enabling their environments to develop and test blockchain services for their customers [89] , [90] . The emergence of BaaS is envisaged to benefit both private and consortium blockchain companies whereby their major focus remains on value addition through application development, testing, and deployment without considering underlying network, storage, and computational infrastructure. The enablement of BaaS not only leads toward new cross-industry public-private consortia but it also helps in leveraging new business opportunities and business-customer interaction models. Developers are also empowered with single-click provisioning of BaaS services in order to write the smart contracts. Since the major cloud vendors already offer a large plethora of cloud services for AI applications, the integration of BaaS with AI services is opening a new world of opportunities for application developers.
D. DECENTRALIZED INFRASTRUCTURE FOR AI APPLICATIONS
Traditionally blockchain architectures were designed as linear infrastructure based on the combination of linked list data structures and hashing strategies. However, nonlinear infrastructure based on graph theory and queuing information models are also emerging to cater the needs of real-time applications and handle big data.
1) LINEAR INFRASTRUCTURE
The single chain based blockchain architectures grow linearly whereby new blocks are appended at the end of the chain. Early decentralized systems operate on single chains, however, these systems have multiple issues. Single chains scale up slowly and compromise the real-time performance of decentralized applications [4] , [11] . In addition, separate single chains are required for each business scenario therefore value, information, and asset exchange in multiple chains is impossible. Single chain blockchains for AI applications can be used for single task AI applications performing search, optimization, and learning, or operating autonomously in homogeneous environments. Single chain based blockchains could be more useful when, instead of executing the AI applications using smart contracts, only the performance histories need to be stored permanently. For example, how a deep learning model is producing accurate results when applied to the diagnosis of liver cancer in radiology applications. Another example could be the successful search footprints of remote industrial robots. Since AI applications usually operate in unconstrained environments therefore putting whole AI application components on blockchain is not a feasible choice.
2) NONLINEAR INFRASTRUCTURE
Nonlinear blockchain architectures are implemented in the form of multichain architectures whereby blockchain topologies are used in the form of parent-child chains, main-side chains, and parallel chains [91] . The multi-chain architectures are not only scalable for real-time performance but also support diverse business scenarios and cross-chain value transfers. In multi-chain architecture one or more chains keep information about other chains and serve(s) as main chain. Rest of the chains serve as side, child, or parallel chains. The child and side chains normally operate similarly, however, in child chains, the business scenarios are tightly linked with parent chains but side chains can totally operate independently from main chains. The parallel chains operate independently from other chains. The value transfer between different chains is performed using ''pegging'' approach where a two-way peg process is executed for bidirectional value transfer at a fixed exchange rate between chains. The exchange value is represented by native coins or tokens in the blockchain. The detailed discussion on nonlinear blockchains is presented in following studies for interested readers [71] . Nonlinear blockchains for AI applications facilitate the execution of multiple interrelated or independent AI tasks in the decentralized applications. In addition, the scalability features allow to execute AI applications in both development and deployment phases in parallel. AI components in production environment are deployed on the main/parent chain while the training and testing applications are deployed on the testnets or side chains. Nonlinear architectures also benefit emerging applications such as those using reinforcement and adaptive learning algorithms where the main applications need to continuously update their performance by retraining the learning models. In this case, learning models are developed on side chains and deployed on main chains.
E. THE ROLE OF CONSENSUS PROTOCOLS FOR AI APPLICATIONS
This subsection presents common consensus protocols and how they can impact the performance of AI applications on blockchain. Table 4 shows different implementations of these protocols.
1) PROOF OR WORK (PoW)
PoW is the pioneer consensus protocol proposed by Satoshi Nakamoto, an anonymous founder of cryptoccurency and decentralized distributed ledger technologies. Popular public VOLUME 7, 2019 blockchain systems, such as Bitcoin and Ethereum, validate transactions after participation of at least 51% nodes on the underlying network using PoW consensus protocol [4] , [11] . Since the validating nodes operate anonymously and in large quantity, these nodes need to mine the blocks by solving a complex and random mathematical problem and break the hash code to read the transactions on the blockchain. The successful nodes transmit the solution on peer-to-peer network to receive the rewards. New transactions and data are permanently added to the blockchain when 51% nodes on the network successfully solve the mathematical problem. Although PoW proved to be highly adopted consensus protocol, in large networks it consumes gigantic amount of energy and increases delay in transaction approvals. AI applications have high frequency of write operations because the intelligent algorithms continuously update the decision structures for informed decisions. Therefore, PoW protocols become performance bottleneck in real-time AI applications. In addition, 51% attack on the underlying network can compromise the security of AI applications.
2) PROOF OF STAKE (PoS)
PoS based consensus protocols solve the high energy consumption issue of PoW [92] . The PoS protocols work by defining big stakeholders on the blockchain network and allowing them to create new blocks. These protocols select the validators based on different criteria (i.e., random validators, delegated validators, high frequency transacting validators, or validators holding coins for longer period). PoS proved to be energy-efficient when compared with PoW and it also indirectly solves the security problem by stopping the anonymous validators and allowing only those validators who own the native currency of the blockchains. However, the validators have nothing to lose on the blockchain if they do not validate the transactions; therefore, it may cause delay while creating new blocks. PoS could be useful for delaytolerant AI applications but these protocols are not suitable when AI applications need to handle streaming data, detect changes, and performed real-time informed decisions.
3) BYZANTINE FAULT TOLERANCE (BFT)
BFT is the majority voting algorithm that rules out validations from malicious nodes on the blockchain network [81] . The malicious nodes are already part of the blockchain but contain malicious intent code that can directly/indirectly lead to incorrect validations and corrupt the data stored on the blockchain. Since all nodes are part of blockchain networks, it becomes challenging for BFT protocol to find these malicious nodes. Although its implementation is difficult, BFT algorithms are historically used in critical systems such as airplane engine systems, large-scale sensory systems, and nuclear systems. Different variants of BFT protocols are used. Simple BFT handles fault tolerance as long as at least two-third non-faulty nodes are present on the network. Other BFT algorithms handle the fault tolerance by enforcing digital signatures and restricting communications between peer nodes on the network. Considering successful implementations of BFT algorithms in critical systems, BFT based consensus could become handy for AI applications.
4) PROOF OF ACTIVITY (PoAc)
The PoAc protocol is a hybrid of PoW and PoS. This protocol initially works on empty blockchains using PoW algorithm and solves the 51% attack problem [93] .
Initially, PoAc protocol solves complex mathematical problems and the validators start receiving the rewards which increases their stake on blockchains. The protocol then enables PoS algorithm for validators having acceptable stake on the blockchain. PoAc has been proven to be efficient in terms of security, storage, and network communication. Therefore, it could become handy for AI applications requiring less data availability and more security.
5) PROOF OF BURN (PoB)
The PoB protocol allows the validators only if they spend their coins by sending to a public, verifiable, unspendable, and invalid address. Once the users burn their coins, they are immediately allowed to create new blocks and get rewarded [94] . PoB benefits the users by allowing them to invest initially and create their stake on the blockchain and become authorized validators. It also solves the energy consumption problem of PoW. In addition, coin burning strategy reduces the number of coins on the blockchain; therefore, coin value increases gradually. Coin burning also benefits in balancing the number of coins on the blockchain, spending unsold coins, and paying for transaction fees on the network. AI applications can harness PoB protocols if they want to incentivize the users in order to maintain the value of underlying decisions. For example, the applications which need to maintain a specific level of accuracy, a certain number of clusters, or minimum number of objects to be found, can burn the learning models and search trees in order to maintain the value across the blockchain.
6) PROOF OF ELAPSED TIME (PoET)
Instead of engaging all users in the validation process, PoET protocols find a leader who can create new blocks on the chain. A PoET protocol works by associating a random timer with each node on the network and the node with minimum expiry is selected as the leader [95] . The leader node creates the new blocks and transmits its signature to the whole network. A PoET protocol continuously executes the random leader selection algorithm and finds new leaders all the time. It also enables to find malicious users in case the same nodes are selected as leaders or the minimum timer value is frequently assigned to specific nodes. PoET solves the energy consumption problem of PoW but due to random timer assignment, AI applications could become slow since the system needs to wait until the expiry of time. PoET could be useful when used with delay-tolerant applications.
7) PROOF OF CAPACITY (PoC)
Traditional PoW algorithms become computationally intensive because they need to find random nonce values in order to unlock the blocks. The PoC protocol, also known as proof of space, works as an alternative protocol by discovering the hard drive space on the nodes of the blockchain network [96] . Instead of random generation, it stores all possible nonce values on hard drive and finds the matching nonce-hash pairs to unlock the blocks. Using PoC, the nodes with large disk space get more stake with high probability.
8) PROOF OF AUTHORITY (PoA)
PoA solves high energy consumption issue of PoW. PoA protocols also solve the problem of dependency in PoS whereby validators must have monetary stake on the blockchain. A PoA protocol works by delegating authoritative control to specific nodes that collectively form the consensus based on majority votes to create new blocks on the network [100] . PoA is proved to be energy efficient and minimal delay consensus protocol but it is more suitable for private networks in order to delegate the validation authority to legitimate stakeholders. Therefore, blockchain implementers must consider legal identity of validators, a well-defined eligibility criteria to act as validator, and a universal eligibility criteria for all stakeholders to act as validators. Despite their energy efficiency and cost effectiveness, the security threats to PoA always remain high due to security attacks on validators who can potentially become a source of attack across the network. However, PoA could be used as an alternate consensus protocol for those AI applications that are deployed on private or consortium networks since all the validators are known across the system.
9) PROOF OF IMPORTANCE (PoI)
PoI protocols are similar to their PoA counterpart whereby validating nodes are ranked considering frequency of successful validations. The validators with high frequency get more importance on the blockchain and their approved transactions or blocks over-weigh other validators on the network because PoI sets the minimum threshold that must be met by nodes for successful validations [101] . Since the importance of validators is established considering their previous successful validations, a PoI protocol ensures high trust between participating nodes. Therefore, this protocol can be useful for AI applications on public blockchains. However, in private and consortium networks, PoI can lead to serious conflicts among stakeholders because important stakeholders can potentially monopolize the whole network.
Although we discussed the major implementations, a thorough study of literature reveals that there are many other consensus protocols that could be potentially used for AI applications. Since these studies are relevantly either new or not widely accepted yet, we do not discuss these works in this paper. Interested readers may explore Proof of Luck [102] , Proof of Exercise [103] , Proof of Ownership [104] , Proof of Vote [105] , and Proof of Retrievability [106] for further discussions on consensus protocols.
IV. BLOCKCHAIN-ENABLED AI APPLICATIONS
In this section, we describe works reported in the literature on how blockchain can be leveraged in AI to improve the reliability, security, transparency, trust, and management of data and algorithms in AI applications.
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A. DECENTRALIZED DATA STORAGE AND MANAGEMENT WITH AI
The combination of AI and blockchain technologies has paved the way for many stable systems that support the interaction of multiple agents; therefore, providing an excellent platform for safe and secure data management, storage and transfer. Some of the key systems that utilize this combination are discussed in this subsection.
A decentralized, multiagent approach for vehicle routing in a large-scale dynamic environment is proposed in [107] and [108] . This approach is based on environmentcentric coordination mechanism, inspired by ant colonies. The authors propose an approach where intelligent agents scrutinize the environment on behalf of vehicles and forecast a congestion. This anticipatory vehicle information is collected and distributed in a decentralized fashion. This approach fits the distributed nature of the traffic domain and ensures that scalability requirements are more easily met when compared to centralized systems. This approach can route vehicles more efficiently by using forecast information; thus, avoiding congested routes and providing better guidance in rerouting. Further, the experimental results of this decentralized approach indicate a performance improvement of 35% in terms of speed; therefore, helping drivers reach their destinations faster [107] , [108] . The intelligent approach utilized by multiple agents in a decentralized environment guarantees to not only avoid existing congestions but also to prevent congestions in the near future.
The combination of AI and blockchain technology adds progressive value to biomedical research and healthcare sector [109] . The authors present a novel, decentralized model to assess the value of time and the combined value of personal data in an AI-moderated healthcare data exchange on the blockchain. An overview of AI and blockchain technologies is presented in this paper which may be used to accelerate biomedical analysis, improve predictive analysis techniques and empower patients with new tools to manage and control their own data and help them monetize their exclusive personal data with incentive benefits to undergo perpetual monitoring of their health. An AI-blockchain based system can dramatically simplify data acquisition. They allow the user to upload her/his data directly to the system and grants permission to use her/his data if it were bought through the system using transparent pricing formula determined by a data value model and it guarantees fair tracking of all data usage activities. Mamoshina et al. [109] discuss various promising machine learning techniques in practice and in development that include capsule networks, recursive cortical networks, and many other advances that are being made in symbolic learning and natural language processing. However, techniques such as transfer learning, recurrent neural networks, and generative adversarial networks are building up acceptance to be applied to the blockchain based decentralized personal data marketplaces.
The integrated features of these technologies can play a significant role in healthcare assistance too. Socially assistive robots can be employed in elderly care assistance as discussed in [110] . As there is an increasing demand for elder care and a shortage of professional caregivers, socially assistive robots are one of the most promising technologies that can act as a communication interface and identify the needs of the elderly or seriously ill patients. These robots aim to create a positive user experience, motivate the patients and to improve the quality of life by assisting the patients in regular exercise, reduce stress levels and for personal caregiving [110] . Though AI techniques are efficient classifying and analyzing large datasets in the healthcare sector with the availability of huge volumes of raw medical data from the sensors of connected IoT devices, there are severe issues of integrity in terms of data collection and storage [43] . Also, it is a jeopardy to trust a robotic agents' decision or activity in the medical field where all medical records need to be accurate and tamper-proof during a critical decision-making process. However, the combination of blockchain and AI technology could personalize medicine, quadrate treatments and health recommendations based on a patient's medical history, genetic lineage, stress levels, geography, atmospheric conditions, past medical conditions and aid in improving trust on robotic decisions. The information can be securely stored on a distributed, decentralized and immutable patient record, as well as a graph-based relationship database, can be formulated [43] for storing unstructured data and the relationships amongst the data. Figure 3 presents an outline of the combined features of AI and blockchain technologies for the medical field which include various stages such as diagnosis, analytics, critical decision making and validation of medical test reports, etc.
Machine learning algorithms can use the graph database to extract data, classify patterns and predict future prescriptions. Bayesian network, a graph database built on relationships of cause and effect, is an example of machine learning algorithms that use graph data to compute latent variables [43] . The vitality of a Bayesian network lies in its capability to regulate probabilities and predictions. When applied to health data, it can make effective predictions between unrelated data. The relationship of all entities in the healthcare graph database (such as physicians, specialists, medical researchers, drug manufacturers, patients, etc. and their activities which include treatment methods, prescriptions, and intake of drugs by patients) can be recorded on the immutable transaction log.
The importance of handling vast volumes of data, exponential increase in computing power, and tremendous growth in people's acceptance of connected applications and systems to register actions have become top priorities in AI and machine learning research [111] . Since artificial neural networks require large sets of data and high computing power for training purposes, a significant amount of resources to create powerful data centers to acquire large datasets have become essential [40] , [112] . Woods [111] emphasizes the importance of combining AI techniques and blockchain infrastructure to tackle the security threats faced by the Internet, where botsbots and human-bots interactions have increased, as 52% of the web traffic is generated by bots. Due to increased bot traffic, it is estimated that in the near future the bot-bot communications will outpace the human-bot interactions. Bots will need to be able to query each other for identification and then look up the history of the data and ratings before interactions. During an audit process, the query information and data can be stored on blockchain and a higher level of transparency and security can be achieved [111] . The integration of blockchain and machine learning technologies is a stronger combination that provides an immutable, strong consensus mechanism, ultra-secure decentralized, self-sovereign identity which has the stupendous potential to rebalance and improve machine learning algorithms.
B. DECENTRALIZED INFRASTRUCTURE FOR AI
Blockchain infrastructure introduced three new characteristics to the traditional distributed architectures which include decentralized and shared control, immutable audit trails, and native asset exchanges [11] . Combined with AI techniques, this infrastructure provides users with qualitatively new data models, shared control of AI training data and models, and leads to improved trustworthiness on data. AI requires huge data, which is provided by blockchain, to produce better data models. This subsection discusses existing decentralized infrastructure and frameworks for AI applications.
An open source platform that incentivizes individuals to build a distributed and decentralized AI agents thereby creating a synergy between distributed AI and decentralized blockchain is carried out by ChainIntel [113] . ChainIntel is aimed to deploy and use AI models in decentralized applications (DApps). This platform aims to reinforce and consign the execution of AI models to various parts of the network, enabling scalable, robust and smart applications. ChainIntel is currently working to allow distributed AI model execution, where some parts of a deep neural network run on local devices and other parts run on a set of active nodes in the ChainIntel P2P network [113] . This work aims to incorporate various AI features into decentralized applications such as facial recognition, speech and image recognition, semantic analysis, disparity identification, smart homes, smart cities and countless more domains. Decentralized networks such as Ethereum and IPFS can handle the huge computational resources and data storage respectively, thereby providing a high level of privacy and tamper-proof records [44] , [113] . This open-source decentralized AI platform aims to phase out monopolization of AI services provided by big companies in which the miner-nodes should be optimized to solve a huge number of matrix computations and directs it to be effectively decentralized.
The energy-based infrastructure can reap huge benediction by combining the AI and blockchain technologies and their features. Mylrea and Gourisetti [114] have explored how blockchain technology could possibly modernize and automate energy and IoT infrastructure toward a stable system. The author highlights how AI enabled blockchain solutions can assist in increasing cyber resilience and augmenting the exchange of energy resources in a distributed environment by using encryption techniques and by automating the transaction. Mylrea and Gourisetti [114] discuss how AI-enabled VOLUME 7, 2019 blockchain solutions can help to analyze huge datasets gathered from numerous platforms such as frequency and load changes, industrial control anomalies and frequency changes, and classify the datasets into weighted relationships, which can be tracked and automated with the help of blockchain technology. Artificial neural networks are being employed to analyze and understand the data patterns whereas blockchain based smart contracts can be exercised to secure the energy data and its transactions on the decentralized network.
An overall vision for transforming the energy market and utility industries with blockchain, robotics, and AI techniques is presented in Figure 4 . A key-less signature blockchain infrastructure (KSBI) is highlighted in this work, as KSBI differs from PoW and retains integrity of original data and its ability to scale to industrial applications to add one trillion data items to the blockchain each second, and to verify the data item from the blockchain within the next second [114] . Optimization and security issues in the energy grid can be resolved and improved by blockchain by providing a verifiable distributed ledger which helps in improving transparency and integrity in the energy delivery sector [114] . If implemented successfully, this approach can replace traditional energy meters with a dynamic and decentralized distributed ledger. This disruptive combination may endow stakeholders and investors in renewable energy infrastructure with the power to vote, efficiently automate the energybidding auction, and monitor and deliver services based on the agreements made on smart contracts in a transparent and distributed environment [114] . Yu et al. [115] designed a high-performance blockchain platform for smart devices. This platform enables a stable connection between devices through the node-to-node mapping mechanism using technologies such as distributed network architecture, intelligent devices node mapping, as well as PBFT-DPOC consensus algorithm. Yu et al. [115] propose a new Delegated Proof of Contribution (DPOC) algorithm to facilitate any node to run as a Block Producer (BP). In this method, all the candidates need to contribute their own hardware infrastructure which includes computing power, storage, and bandwidth, such that all nodes take part in the voting process. The final ranking is determined by votes and miner's weight-sum seniority ranking. During this voting process, many super-nodes and substitute nodes are generated. The super-nodes reach consensus by generating blocks through the PBFT algorithm [115] and each block has the digital signature of remaining BP nodes. If a node is found to be dishonest or inactive in the network during the block verification process, it is blacklisted and replaced with a substitute node. This platform tested the transaction throughput and system delay of the intelligent device blockchain and compared it with the performance of public blockchains such as Bitcoin and Ethereum [115] . The experimental results showed that the intelligent device blockchain has higher transaction throughput and lower transaction latency than that of Bitcoin and Ethereum and provided higher efficiency.
C. DECENTRALIZED AI APPLICATIONS
Decentralized Intelligence and collective decision making can play the main role in identifying the malicious behavior of byzantine robots. Byzantine robots are those that exhibit malicious or faulty behavior arbitrarily in a swarm environment. Strobel et al. [46] propose a proof of concept for handling security issues in swarm robotic ecosystems using the blockchain technology. This approach utilizes the decentralized nature of smart contracts to build a secure swarm systematization mechanism to analyze and exclude the byzantine members from the swarm. This scheme was designed analogous to classical approaches and the behavior of robots is determined by a probabilistic finite state machine which consists of two phases i.e., exploration state and dissemination state [46] . Each robot in the swarm saves a copy of safety measurement on the blockchain for identifying byzantine robots.
The blockchain based approach creates a number of voting transactions sent by the robots to their neighbors in the swarm and all these votes get stored in the blockchain. This approach proved that a blockchain based swarm ecosystem preserves the integrity of the transactions and provides a direct interface for securely storing the record of events in a decentralized log [46] . This approach also demonstrated that the transactions can be verified even if some of the swarm members are lost or leave the swarm. In the blockchain based network, keys that are publicly available are the foremost available information for an agent to transfer information in a secure manner [114] . With respect to swarm robots, a robot can send information to a specific robot and only a robot that possesses a matching private key will be able to read the message; hence, the possibility of a data breach can be prevented. Digital cryptography of the blockchain ensures that the robots are allowed to use their private keys for encrypting a message. The other robots can then decrypt the message by using the public key of the sender [114] . Digital signature cryptography can ensure the information origin authentication and entity authentication between different robots in a swarm and improve the security during information exchanges.
An analysis of a decentralized intelligent transportation system with distributed intelligence based on classification techniques is discussed in [108] . Researchers conducted an exploratory study on a fully distributed architecture to enable cooperative sensing and management in an intelligent transportation system [108] . This proposed system envelops the process of capturing and managing the road data, thereby enabling services to improve the efficiency of transportation systems. The main contribution of this work comprises of two real-world scenarios related to the prediction of traffic data. The first one being able of detecting traffic congestions and the second one for predicting the pollution level using C4.5 classification technique.
The AI techniques embedded within the decentralized system help to predict and respond to critical incidents and events that may occur in a dynamic transportation environment and provide a befitting solution in a timely manner [108] . The reference architecture of the proposed system makes use of a data distribution platform and collaborative learning nodes connected through gateways to different subsystems to analyze the best traffic routes and to deal with congestion problems. In this work, the prediction of traffic congestion and other anomalies are performed using C4.5 classification technique which is used to generate decision trees from a set of training data a framework named 'KEEL' has been used for providing basic parametrization which is well known to handle continuous attribute value ranges, to prune the result decision trees, and to predict traffic congestion and pollution in a city. Osaba et al. [108] have performed the experiments based on real-world situations, with traffic congestion prediction in Lisbon, Portugal and the prediction of pollution in Pisa, Italy. A complete operation of this collaborative learning unit in a real scenario is showcased with a web application which was simulated in a laboratory.
Intelligent Precision farming can utilize the emerging technologies and decentralized business models to tackle the challenges faced by the agricultural sector. The lack of food security has affected 925 million people worldwide, including 42.2 million in the United States alone [116] . With the advent of applied science, IoT technology has gained acceptance across various industries. But due to the their constrained resources, underdeveloped standards, and absence of security in design and development of their software components, IoT devices remain insecure when connected in a distributed environment and abstain to provide a robust structure [117] . From an agricultural production perspective, IoT sensors, AI agents and blockchain technology can be conjointly implemented for crop/variety selection, irrigation method selection, reduce costs, predict yield, monitor crop health, improve yield, improve crop quality, predict input side demands and output aggregation needs leading to optimization of the supply chain and to enhance profits of all stakeholders involved in the agricultural production sector.
IoT sensors can be installed in farming fields to capture data and send information in order to optimize production. These IoT sensors can monitor the nutrient levels in soil and the images captured by sensors can help in monitoring the growth of crops periodically [116] . AI agents, on the other hand, can augment IoT devices to improve the agrosupply chain process via predictive analytics, which helps farmers to grow crops according to historical weather patterns in any specific region and monitor the crop growth with real-time data. Figure 5 shows the benefits and features of combining AI, IoT and blockchain technologies. Blockchain ensures that everyone involved in the network has access to all transactions; hence, reducing the time spent on logistics of agricultural commodity trading and also reducing food safety contingency [116] . An intelligent data-driven decision can assist farmers and stakeholders in making optimum decisions for farming plans to be customized for each farmer based on weather, soil, pest, and crop data on a real-time basis.
Another prominent field to benefit from bringing together blockchain technology and AI is the supply chain industry. When incorporated together, both these technologies have the potential to remodel the entire process into an 'autonomous' supply chain system [118] . Blockchain based research for supply chain industry concentrated on proof of concept experimental systems employing a decentralized application platform [118] . Most of the work in the literature was based on post supply chain management for the detection of counterfeited products as well as for the proof of delivery of these products that may involve multiple transporters. Applying AI techniques to the blockchain-based business transaction flows can assist to refine the supply chain by automating the entire process [118] . AI platforms, when consolidated with blockchain, can capture data from point of sale systems, history of purchase information, identify data patterns and VOLUME 7, 2019 perform a predictive analysis which includes predicting future demand, predicting sales patterns, identifying potential issues in advance, optimizing routes to reach the destination, and handling network traffic.
When unified with blockchain technology and modern cryptography, federated learning can be used to improve the privacy of users' data by ensuring that data are never stored in the cloud [119] . Snips AIR is an AI-powered voice platform that takes advantage of blockchain technology to ensure that users' data are safe. While existing AI-powered voice assistants are pragmatic, there is a potential risk of placing the user's personal data at risk, as the conversations with the voice assistants are stored in the cloud. The technology behind Amazon Echo and Google Home is AI-powered and it stores the history of users' commands and conversations to respond in a smarter way for future commands [119] . Snips AIR ensures that all the personal details of a user remain well within the walls of connected homes instead of storing it on the cloud and that no one has the access to user's data. The environs of Snips incentivizes the users using tokens to store their encrypted data to its blockchain based system [119] . Further, the data are aggregated by application developers, as the AI training is done on the blockchain network following the concept of decentralized learning. Thereby, users need not have to reveal their personal data or trade-off their privacy. Snips AIR is aimed to be delivered by 2019 for consumers and it can be an alternative to Siri, an intelligent assistant that offers an easier way to get things done on IOS applications and stores the conversation data on the cloud [119] and assures that users' data are never at risk.
Robotic agents triggered by AI algorithms have been widely used to explore the deep seabed to find mineral resources, archeological findings or to access the underwater treasures in order to claim ownership or discovery rights by individuals or organizations. These algorithms and techniques assist the swarm to identify obstacles, gather and analyze information on ocean currents, and traverse via the most efficient path to reach the goal thereby saving energy. Ferrer [44] and Brambilla et al. [45] outline the nature of swarm robots to purview the objective and to record the key information about the discovery such as the location of the discovered object, time, date, etc. However, the swarm may not always be monitored. Any malicious attacker may gain access to freely observe and tamper with the emergent behavior of the swarm, as the swarm ecosystem is designed to expedite autonomously [120] . However, when swarm agents are powered with blockchain, it can record the discovery documents mechanized with cryptographic techniques such as hashing and time-stamping. The documents' hash can be included on the blockchain based smart contracts and the discovery report itself can be securely stored in a decentralized file system, such as the IPFS. Figure 6 shows how blockchain technology helps to secure the discovery report generated by ocean exploration robots on the IPFS and records its hash on the immutable smart contract. This hash will represent the exact content of the document and can be encoded into the decentralized network without the document's content being exposed [35] , [44] . The hash of the document provides a secure, immutable and time stamped function about the recordings of various events during the discovery process and when a specific attestation took place following the consensus received from all active participants during a transaction in a particular time period. Proof of existence and Proof of discovery can be fortified by re-computing the hash and by comparing it with the original document hash stored in the blockchain based smart contract. This technique can be further explored to be implemented in various applications such as landmine detection, disaster relief missions, and military rescue operations which have precarious challenges for humans to work.
Unsupervised machine learning algorithms and techniques have been extensively used for medical image analysis to achieve a high level of accuracy [121] . This approach is proved to improve detection of nodules, classification, and sizing, while also reducing false-positive rates in abnormality detection [122] . However, cross-institutional sharing of sensitive medical data and records becomes a complex pursuit with the potential to improve the techniques for clinical effectiveness and patient's privacy [43] , [123] . In a patient-clinic ecosystem, there is a primary need for developing a robust system where data owners share their information in a secure environment and trust the decisions deduced by the AI agents. With the expeditious advancement in computational power and machine learning algorithms, blockchain technology can help facilitate a mechanism to compensate an AI service provider for the development and execution of novel machine learning algorithms [122] .
Machine learning algorithms consume a considerable amount of time to diagnose a particular health condition by speculating on a radiology image or CT scan for instance. Peterson et al. [122] recommend that, by utilizing blockchain technology, the AI service provider can publish the diagnostic report images containing information about a single diagnostic service performed for a patient on the blockchain. Further, the AI service provider who develops the machine learning algorithms can be allowed to execute their algorithms over the images and publish the AI diagnosis output on the blockchain. By doing so, the radiologists at the clinic could compare his or her diagnoses with the result published on the blockchain [122] . The AI service providers can be incentivized only when the diagnosis results match with that of the diagnosis of the radiologists. As the service providers are incentivized for every accurate diagnosis, they are bound to improve the definiteness of their machine learning algorithms. Thereby, blockchain implements an invincible record of the complete diagnosis reports of both AI service providers and hospitals. AI techniques and deep learning algorithms extract high-level, complex abstractions as data representations through a hierarchical learning process [124] , uses data sciences and analytics which can be used to deduce the next course of actions of the treatment by evaluating outcomes and blockchain can hold the record to improve healthcare services.
Recently, the banking industry has started investing in a wide range set of projects and start-ups providing blockchain based solutions as this technology provides a high level of safety for storing and transmitting data, distributed and transparent network infrastructure, decentralization and low cost of operations [125] . Banks have increased conducting tests of decentralized asset technology and implementing blockchain in the business process. As blockchain itself holds an immutable ledger that records all transactions in the chain, if a large number of transactions are being processed by the network, a huge volume of data gets collected and AI techniques can be used to process and classify the data. Telcoin [125] is a new cryptocurrency based on the Ethereum blockchain which will be distributed and accepted by telecom operators, enabling financial payments, remittances, credit, and various financial services on the blockchain. Telcoin suggests that the combined features of blockchain and machine learning can contribute to various applications like anticipating money laundering as AI is better in pattern classification and detection of irregularities in large amounts of data can be handled with blockchain technology. Figure 7 presents a model of AI and blockchain technology that can be used in the banking and finance institutions. Another remarkable outcome of combining both technologies is the handling of a fluctuating range of cryptocurrencies where AI techniques can help reduce the inherent volatility of cryptocurrencies [125] . Xiong et al. [126] developed a neural network model that harnesses the potential of deep learning financial time series in the presence of strong noise which proved that, with huge volumes of datasets, AI techniques perform better than other traditional models. Machine learning techniques can analyze the price and details of various stock exchanges and predict the future forecasts accurately and decentralized contracts can be used to freeze the price of currency for a fixed amount of time [125] .
The property Management Sector has begun to explore and apprehend the collective potential of blockchain and AI [127] . These technologies can create boundaries by breaking the monopolistic power of firms and hotels using blockchain. Problems faced by the property management sector such as inventory management can be managed by blockchain and details on bed stock and hotel capacity can be managed by learning techniques of AI. The Dutch land registry department is considering to consolidate AI and blockchain technology into the real estate industry [128] . The land registry department envisions that these new technologies when allied can improve the legal dependence and patronage of business to create a stable process. The Dutch government has already been involved in utilizing the revolutionary benefits of blockchain in various fields such as financing, supply chain, and logistics industry [129] . This organization now aims to implement the inherent benefits of combining both technologies where implementation of AI is aimed to constitute self-learning systems which can predict the outcome whilst blockchain technology can be used for handling and managing huge volumes of data resources saved and produced by the land registry department [128] .
Another remarkable pursuit in the property sector is the acceptance of these technologies by the government of Singapore in a program called 'Smart Nation,' which attempts to diminish the paramountcy of sellers over investors and buyers [129] . This is an $73 million worth project that endows the private sectors to test all their new innovations and solutions which includes technology and building management in the real estate sector. With big data, property investors and developers can predict the trends of real estate and merchandise movements. AI techniques can be used for comparative market analysis which helps users to get a thorough knowledge of the investment and blockchain technology-based smart contracts can help in minimizing the transmission process and improving the transparency of payments, thereby saving millions of dollars for investors [129] .
To this point, we discussed early implementations of decentralized AI applications in various sectors. However, persistent efforts are still needed in order to fully enable decentralized AI. Considering the limitations in current implementations and our vision of enabling fully decentralized AI applications and systems, in the next section we discuss the major open research challenges in this important research area.
V. OPEN RESEARCH CHALLENGES
In this section, we discuss and highlight to-date challenges for combining AI and blockchain technologies. Some of the foreseeable challenges related to the unification and integration of both technologies are listed below:
• Privacy. Public blockchain ledgers enable secure and authentic data processing, however, collected data are publically accessible and available for all readers. This can be a point of privacy evasion and concern. In addition, pervasive sensing systems in IoT continuously collect consumers' personal and sensitive data and putting this data on open ledgers could lead towards privacy issues. Using private blockchain ledgers, the data privacy could be ensured by enabling encryption and allowing controlled access of the ledgers. However, such private blockchain platforms will limit the access and exposure of the large amount of data that can be necessary for AI to process and preform accurate and correct decision making and analytics.
• Scalability and Side Chains. Scalability is one of the major concerns for today's blockchain platform. For cryptocurrency blockchain platforms, bitcoin blockchain can perform an average of 4 transactions per seconds, while Ethereum can perform an average of 12 transactions per second. Such performance is really unacceptable when compared with Facebook which handles millions of transactions every second including likes, posts, and comments. Side chains (known also as side channels) are used to accelerate the performance of blockchains, in which transactions are settled between parties in a quick manner outside the main chain, and settled only once per day on the main chain [91] .
Many new emerging types of blockchains improve significantly the consensus algorithms of mining nodes.
For example, platforms like Algorand and IoTA can provide substantially better performance than that of Ethereum and Hyperledger blockchains [130] , [131] . However, more work is still needed to improve the scalability to be comparable to that of Facebook and its likes.
• Blockchain Security. The decentralized power found in blockchain can suffer from abuses and misuses. Though blockchain provides robust schemes for securing IoT and predictive analysis, the blockchain systems are vulnerable to cyber-attacks as that of 51% attack [26] . The consensus mechanism depending upon the hashing power of the miner can be compromised, in which the decentralized platform becomes centralized around a few mining farms that control consensus and settlement finality. This security problem is more evident in public blockchains such as Ethereum and bitcoin. Private blockchain platforms suffer less from this problem, as consensus protocols are predefined among parties. Furthermore, the execution environment of the mining nodes is not protected, especially for private blockchain platforms with a few mining nodes as that of Hyperledger, in which the execution outcomes can be tampered with. To remedy this problem, newly emerging blockchain platforms are equipped with hardware to offer execution in a Trusted Execution Environments (TEEs), such as Intel SGX [132] .
• Smart Contracts Vulnerabilities and Deterministic Execution. It is crucial to ensure that the implementation of a smart contract is free of bugs and vulnerabilities and secure against attacks. It is important to safeguard the code and the information on the network, as they may be vulnerable to attacks. For example, the smart contract for the DAO which was built on the Ethereum platform had serious code vulnerability and was hacked in 2016. This resulted in a loss of 3.6 million Ethers. There is a definite need for blockchain engineering, addressing this issue posed by smart contract programming and other applications running on blockchain [133] . The vulnerability issues are due to poor and negligent programming practices in the languages used to write the smart contracts code (as that of Solidity and Chaincode). Testing smart contracts for vulnerabilities has become of a critical importance, and some tools have been developed to assess the security state of a smart contract code [134] - [136] . Furthermore, as of today, the execution outcomes of smart contracts are all deterministic and cannot be probabilistic. This can pose a key challenge for decentralized AI in which AI and machine learningbased decision making algorithms get executed as smart contracts by the mining nodes, in which the execution outcome are not usually deterministic, but rather random, unpredictable and most often approximate. This entails a novel solution to deal with approximate computation and to devise consensus protocols for mining nodes for agreeing on results with a particular degree of certainty, accuracy, or precision, and with data input that might be highly fluctuating as that of IoT and sensory readings.
• Trusted Oracles Smart contracts are designed to be invoked by external events or outside functions invoked by blockchain participants. Smart contracts are not designed to automatically trigger events, or initiate retrieval of data on their own. In other words, the contracts cannot pull data from the outside world. Data and events have to be pushed to the contracts. To remedy such shortcomings, trusted oracles (which are basically trusted external parties or nodes) are being proposed as alternatives, and used to push events and data to the smart contracts. Oracles add a level of complexity and insecurity for ensuring and managing trust, in which a completely decentralized system becomes centralized around a group of oracles that must be trusted. Voting among trusted oracles is typically employed to reach consensus [137] .
• AI-specific Emerging Consensus Protocols. Existing consensus protocols considers network and middleware layers of blockchain systems by enabling different proof of X protocols (as discussed in section III-E). A large plethora of research opportunities are available for future researchers to explore if the application level consensus protocols could be designed considering proofs based on quality of learning models, efficient search strategies, quality and provenance of data, and quality of optimization.
• Fog Computing Paradigm. Fog computing is a newly emerging computing paradigm that allows for localized computing and storage close to the source of data being generated by customers or IoT devices. Fog nodes are typically used to augment the long delay incurred by computing and storage at the cloud environment. Fog nodes can be thought of as a local small-scale cloud. In the context of AI and blockchain, future fog nodes have to be equipped with AI and machine learning capabilities as well as enabled with blockchain interface, whereby localized management, access, and control of data are performed by the fog nodes.
• Lack of Standards, Interoperability, and Regulations. To date, blockchain technology standards are yet to be devised. Work is in progress by IEEE, NIST, ITU, and many standards bodies to put forward standards for blockchain interoperability, governance, integration, and architecture [138] , [139] . Moreover, at local and global level, governmental and institutional guidelines, rules, laws, regulations, and policies need to put in place for blockchain deployment, arbitration, and dispute handling, in the context of AI applications and especially for public blockchain transactions involving financing and automated payments using cryptocurrencies. This entails research directed at devising models and proof of concepts that can play a key role in defining the right set of technical standards for blockchain architectural models, services, deployment and interoperability.
• Quantum Computing. It is envisaged that future quantum computing will have the ability to break public key encryption in which private keys can be determined. Current blockchain relies on digital signatures which use public key encryption. Many experts believe that quantum computing may render the underlying security of blockchain breakable by the year 2027 [140] , [141] . This entails serious research on quantum-safe and secure blockchain that withstand such breakability, and still guarantees high performance and scalability. Also this entails sound migration plans and interoperability with quantum-resilient blockchain platforms.
• Governance. Deploying, constructing, and managing a blockchain platform among different participants and stakeholders is a tedious task. Even with a private of consortium blockchain, serious issues arise related to the type of blockchain to deploy (e.g., Hyperledger or Ethereum), who administers and troubleshoots the blockchain, the deployment location of the blockchain nodes, who writes the smart contracts, settlement of disputes, selection of trusted oracles, mechanisms for off-chain activities, deployment of side channels, regulations and standards to comply with, and many others. This entails research targeted at devising sound governance models.
VI. CONCLUSION
In this paper, we surveyed and reviewed the current state-of-the-art related to the use and applicability of blockchain features for AI. We gave an overview of blockchain and decentralized storage on how blockchain technology can enhance and solve key issues related to AI. Moreover, we presented a detailed taxonomic discussion and comparisons of common blockchain implementations in terms of decentralized AI operations, blockchain types and infrastructure, and consensus protocols. An extensive analysis of blockchain applications for intelligent multi-agent systems is reviewed with respect to decentralized data management and infrastructure for AI. Various features of AI for blockchain applications are also summarized. Our literature review shows that adopting blockchain for AI applications is still in its infancy, and there exists many research challenges to be addressed and tackled in areas related to privacy, smart contract security, trusted oracles, scalability, consensus protocols, standardization, interoperability, quantum computing resiliency, and governance.
